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Agenda %

ATR

» |ntroduction
» |ncident Response
» Threat Intelligence

» Threat Hunting
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279 days




Security Incidents Facts %
ATR

41,686 security incidents
reported in 2018

‘gél 2,013 of them were data

breach
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Security Incidents Facts
ATR
» Threat Actors Motivations:
Financial
Money is one of the most P -
dominant motivation
oU%
... Espionage is used to steal
industrial secrets or is Saplonage
“ motivated by politic 25%
Other
Within minutes a breach O = —
happens, within an hour the 20m 2013 2018 2017
data is exfiltrated Figure 7. Threat actor motives in Dreaches over time
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Security Incidents Facts %
ATR

» The average cost of a data breach is $3.9 million

» Attackers are gaining more capabilities over the time

= Attacks are more complex than ever

» Incident Response is a process to contain and understand a breach.

» Threat Intelligence is a process that can leverage and improve your protection
capabilities.
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What You Will Learn %

Skills and Knowledge ATR

= Attack steps
» |ncident Response Process
» Threat Intelligence and Threat Hunting

= YARA Hunting
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Incident Response




What is a Security Incident?

A security incident is an event that leads to a
violation of an organization’s security policies and
puts sensitive data at risk of exposure.

These include but are not limited to:

Attempts (either failed or successful) to gain unauthorized access
to a system or its data.

. Unwanted disruption or denial of service.

. The unauthorized use of a system for the processing or storage
of data.

. Changes to system hardware, firmware, or software

characteristics without the owner's knowledge, instruction, or
consent.



What is an Incident Response?

Incident response is a term used to describe the
process by which an organization handles a data
breach or cyberattack, including the way the
organization attempts to manage the consequences of
the attack or breach (the “incident”).

Ultimately, the goal is to effectively manage the
incident so that the damage is limited and both
recovery time and costs, as well as collateral damage
such as brand reputation, are kept at a minimum.



Why Incident Response is Crucial? %
ATR

"This is not IF, but WHEN you will be attacked!”

Protect your Data

Protecting data assets throughout the incident response process includes
countless tasks and responsibilities for the IR team.

Protect your Reputation

If a security breach is not properly handled quickly, the company risks losing
some or all its customer base. A data breach doesn't instill confidence in

your customers.

Protect your
Business

Protect your Revenue

A thorough incident response process safeguards your organization from a
potential loss of revenue. .
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Attackers Operation: Intrusion Kill Chain

Reconnaissance

Weaponization

Delivery |

The amount of damage caused by
e an attack depends on the stage
Exploitation — where the attack was detected.

Installation

Command & Control

Actions on Objective




Kill Chain

Stage 1 - Reconnaissance

» Attacker collects information about the targeted organization:

= Passive Reconnaissance
= Social Media information
= Public website

Available information

Google Dork

Whois, DNS...

= Active Reconnaissance
» Structure of organisation
= Scan open ports
» Security vulnerabilities

ATR

L
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Kill Chain #

ATR

Stage 2 - Weaponization

» Attacker uses information obtained during the Reconnaissance stage to determine how the
attack must be performed.

= Vulnerability Exploitation

()
= Selection of the payload l—r\]
——

i@

Third Parmy inlecied Downioad
Trojaniwed Software
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Kill Chain

Stage 3 - Delivery

= Attacker delivers the exploit to the targeted organization.

» Spam containing malicious attachment or link

= Waterholing

ATR

P %533

McAfee Advanced Threat Researc h - Thomas Roccia

I McAfee | 16



Kill Chain %

ATR

Stage 4 - Exploitation

» At this stage, the exploit takes advantage of the discovered vulnerabilities and delivers the
payload.
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Kill Chain #

Stage 5 - Installation ATR

= At this stage, the payload installs itself, and tries to hide its activity to avoid detection or deletion.
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Kill Chain %

Stage 6 - Command and control ATR

= At this stage, the payload waits for incoming commands from the attacker.

Centralized Architecture Centralized Distributed Architecture
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Kill Chain %

ATR

Stage 7 - Actions on Objective

» At this stage, the attacker uses the payload and other software that was downloaded in the
course of the attack to achieve the goals of the attack.

» Once the attacker compromises one of the organization's assets, he or she will try to steal,
change, or destroy data available on the compromised asset.

I McAfee | 20
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Incident Response Goals %
ATR

* Means by which the attacker has delivered the payload.

e | Malicious software and other tools used by the attacker.

Exploit )

D - Networks, systems, and data affected by the attack.
theittack )

* The amount of physical and reputational damage caused by the attack.

Damage
Inflicted )

* Current stage of the attack lifecycle, whether the attacker was able to perform
actions to achieve objectives, and if the attacker reached the attack goals.

* When the attack began and ended, when it was detected, and when the security
Attack team was able to react to the attack.

Timeline )
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Incident Response Process %
ATR

» The process of incident response includes the following phases:

Lessons
Learned

Preparation Identification Containment Eradication Recovery
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NotPetya Jﬁ

ATR

Timeline

» Incident Response

Me-Doc update downloaded In Magme Ukraine (12014)
Ticket open 10 McAllee support (14h42)

Confemed :
Sample found on VieusTotal for analyshs (1503%) s the
10Cs known (16h38) same s VieusTotal
Confrmed nitial
EXTRADAY peovided (17005) (14h4%)
¢ Vector (10000)
found Patient 0

kS
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NotPetya ﬁ

|dentification

= Context collection - First at the incident (tension, pressure...)
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NotPetya

Containment

» NotPetya was using propagation mechanisms

= Eternal Blue

= Mimikatz

= Psexec and WMIC

» Discovery of a vaccine

= Shutdown services?
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NotPetya

Eradication

» Finding the initial vector of infection Me-Doc
= Starting to rebuild infected machines and servers

= Restoring backup

I McAfee | 26
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NotPetya

Recovery

» Monitoring network

» Monitoring server’s behavior

ih |.|IIILI'

ATR
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NotPetya

Lessons Learned

What did we learned?

What were the main points of failure?

What worked, what didn't?

What can be improved?

Lessons Learne d

McAfee Advanced Threat Research - Thomas Roccia

MCAFEE CONFIDENTIALITY LANGUAGE

FAILURE IS
A LESSON
LEARNED.

SUCCESS IS
A LESSON
APPLIED.




Threat Intelligence




What is Threat Intelligence?

Threat intelligence is knowledge that allows you
to prevent or mitigate cyberattacks.

Rooted in data, threat intelligence gives you
context that helps you make informed decisions
about your security by answering questions like

« who is attacking you?
« what their motivations and capabilities?
« what I0C in your systems to look for?



Threat Intelligence
What is Threat Intelligence?

9

ATR

» This intelligence can be used to inform decisions regarding the subject’s response to that menace or

hazard.

» Threat intelligence is often broken down into three subcategories:
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Threat Intelligence offers a key element of a
mature Security Operations Center that seeks
to move from a reactive to a proactive stance.




IR & CTI

Preparation

Detection &
Analysis

Containment,
Eradication,
Recovery

Post Incident

Incident
Response

Threat
Intelligence

Direction

Collection

Processing

Analysis &
Production

Dissemination

Feedback



Hunting & smart incident response Aimnj

And why you shouldn’'t hunt on a Friday

Obtain ,

Hunt for
new T
o indicators
insights
Alert
investigation FULL >cope s Contain Eradicate Lessons
cycle determined learned

Triage
systems

http://blog.ismaelvalenzuela.com/2018/10/11/intelligence-driven-defense-successfully-embedding-cyber-threat-intel-in-security-operations/
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Key findings from McAfee
Threat Hunting Survey

Indicators of compromise
typically used by threat hunters

Peroent of
responderes

W andt emad Aer -

. A » .

Source: McAfee Threat Hunting Survey 2017
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Threat Intelligence

The Pyramid of Pain / Indicators Value

-------------------------------------

-------------------------------

Network/
Host Artifacts

Domain Names  CCLLCILLITTITIrS

P Addfc-]s vy

HashValues = CEEEEEE

Source: http://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html

ATR
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Know the enemy

= We are not fighting binaries, but attackers with strong
motivation

= Attackers can change IOCs very quickly, the fact
someone has seen it doesn't mean you'll see it

= Essential to chose the right hypothesis and the right
questions to gather context and think critically

McAfee Advanced Threat Researc h - Thomas Roccia



Tactics, Techniques and Procedure

TTP is a military term describing the operations of enemy forces.

In InfoSec TTP is an approach for profiling and contextualizing cyberattack operations.

Tactics describes how an attacker operates during his operation.
(Infrastructure reused, amount of entry point, compromised targets...)

Techniques describes the approach used to facilitate the tactical phase.
(Tools used, malware, phishing attacks....)

Procedures describes a special sequence of actions used by attackers to
execute each step of their attack cycle.




Diamond Model of Intrusion Analysis AE!:T!R%

Different approaches for analytical pivoting

Focus on the Investigation
adversary Adversary starts when
tactics, evidence of
techniques, IP registration an attack is
procedures reveals found on the
(TTPs) and o adversary victim’s
motivations. > < network.
= . RTF document =
4 ¢2 domain contains C2 domain 2’
Leverages S resolves to IP ) 3 Analyst
threat A Infrastructure Capability a inspects
intelligence 0 g victim
to determine - ® artifacts,
adversary’s ® g typically on
infrastructur = nds malici an endpoint,
e and Fin ;?}%’g’ous to reveal the
capabilities SIEM search on endpoint other
to hunt for proxy/fw logs components
attacker’s reveal further Victim of the
IOCs & IOAs. victims diamond
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The MITRE ATT&CK model and tactics categories Aim”j

https://attack.mitre.org/wiki/Main Page

» The MITRE Att&ck Matrix is a table that groups and organizes post-exploitation tactics &
techniques

» MITRE Att&ck Matrix testing is ONLY Visibility, NOT protection, performance nor usability.

Initial Access

Execution

Persistence

Privilege Escalation

' Defense Evasion

[ Credential Access
Discovery

Lateral Movement

Collection

https://pan-unit42.github.io/playbook_viewer/

MITRE  command and Control

McAfee Advanced Threat Research - Thomas Roccia U NcAfee |40
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How to apply the model? %

MITRE ATT&CK ATR

RISK/GAP Analysis

» The model can be used to determine which techniques can be observed by which technology and where
there might be risk since some gaps exist in detecting possible attack scenarios. Keywords are visibility and
risk mitigation.

RED Teaming

» To determine the risk/gap analysis, often companies have a red-team in place that will conduct actor role
playing. With the knowledge and skills of adversaries and known tools/techniques and procedures used in
historical events, the team will execute these scenarios against the organization.

SOC Assessment

= At the same time as the red-teaming exercise is executed, the soc-team will be tested on maturity. Will the
attacks being detected, which products would give me the visibility, what is the story these discovered
techniques are telling me and what if we missed events?

Threat Hunting

McAfee Advanced Threat Researc h - Thomas Roccia U NcAfee (-



Connecting the dots
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Recap Jﬁ

ATR

» Incident Response allows to limit the damage of a Security Incident
» Threat Intelligence allows to be proactive in threat research to protect the network and system.

» Incident Response and Threat Intelligence are complementary

McAfee Advanced Threat Research - Thomas Roccia U NcAfee |43



Law Enforcement Collaboration




Law enforcement engagement can help reduce
incident response times

Case study: Data theft from a Billion dollar International company. The
company is being extorted with the disclosure of sensitive data.

= CISO’S QUESTIONS
« How did they get in?
« What data is gone? Were did it go?
« If we pay, will it stop?

= Actions by Law Enforcement
« Seizing infrastructure involved
« Preserving valuable data
« Established what was stolen and provided Strategic Intel.

McAfee Advanced Threat Research - Thomas Roccia




Law Enforcement as an offensive counter
measure

Internet service provider under DDoS Attack

Aug 2015 the biggest cable company in the Netherlands was
attacked, resulting in an internet outage for 2,5 million
customers.

= Actors claiming to be Anonymous extorted the company

= Security team of Liberty Global did a emergency
migration of infrastructure and system hardening

= |nternational media attention

» Law enforcement served an deterrence and public
reassurance.

= First arrests with in a week, in 1 month time the rest of
the group.

\ /

==

LIBERTY GLOBAL

ATR

McAfee Advanced Threat Research - Thomas Roccia
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Olympic Destroyer

ATR

Deletes all the Shadow Copies
ecx, [ebprdwtytes)
e<x i PChOytesNeeded
Deletes the backups catalog o ; Cheursize
esd ; ipServiceConfy,
| Pash cax 3 MService ¢
call dsiAdiustTokenPrivileges H H nov (ebpecutiytes], esi
e o repair possible fro R
=cry ebx, offset aluindowsSystes ; “c: ' \windows tom V- oxe push H ¥ 'Mlus
call Irnvoke OD recovery CO”SOle call  odi ; GetProcessesp
-y ebx, offset aswbadeinExe | “whodeln exe O : Nesp
-~y dword ptr [espeifhevar 301, offset aDeleteCatalogd | ~delete catalop -gulet sl 3 1pO1isplayese
call Invoke OMD esd ; lpPassword
=cy ebx, offset abcdeditfne ;| Scdedit.exe esi ’ 3os~vlccsu'uu-e
mcv dword ptr [espelthevar_350), offset aSetDefaultfoot ; “/set (default) bootstatuspolicy ignoreallfailures &7 ::: d ;m"ﬂ"
i-bededit Jset {defaule) recoveryenabled ns' &~ esi ; 1pLosdorderOroup
S’Ll ;n.gke @ esi ] lpﬂu')onmre
“cy ebx, offset aWevtutilixe ;| “wevtutil.exe” . th  FFRRPEh i SwerrorCoatro
mov  dweed ptr [espsdohevar 30), offset sClSystem ; ...+« Dgletes System and Security event lo B aucge
call Invoke OO {ebpenService]) ; AService
-y dwoed ptr [espeddhevar 58], offset aClSecurity c t ‘(’:"?"-b‘d"“'\'O"ml- cax
—rl—!—r% jChargeServicelont § gl
c fivose cax, |ebpidwiytes)
eax i P<hOyTesheeded
[ebpedutiytes] ; cbBufsize
SERVICE_DISABLED A service that cannot be started. Attempts to start the service result in the error code - ;:::;f;‘f_';i:."’“t'::2'_:1;:‘"'“'(“""
0x00000004 ERROR_SERVICE_DISABLED. call  ebx ; QueryServiceCondigh
test cax, eax
2 short loc_4@10F5
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Olympic Destroyer - ATT&CK Matrix

ATR

Persistence Privilege Defensive
escalation Evasion

Credential
Access

Discovery Lateral Execution
Movement

Collection Exfiltration

c2

Modify Valid Indicator
Existing Accounts Removal on
Service host

Valid Accounts Modify
Registry

Valid
Accounts

Credential
Dumping

Credentials
in Files

Account Remote File = Command-
Discovery Copy line
interface

Process RunDLL32
Discovery

Query Scripting
Registry

Remote WMI
System
Discovery

System
Owner/User
Discovery

System
Service
Discovery

System Time
Discovery

Data from
local
system

McAfee Advanced Threat Research - Thomas Roccia
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“Security is more powerful when
Private sector and Law Enforcement
are working together”

Might even apply to hunting pirates ;-)
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Hunting Like a Sir




Agenda

How to Hunt?

What is YARA?

Basic Rules

Managing Dataset

How to build a string and code rule

VTHunting

ATR

McAfee Advanced Threat Research - Thomas Roccia
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What is Threat Hunting?

Threat hunting is the process of proactively
looking for new threats and studying threat actors
behaviors and methods.



How to Hunt? Imﬂ

ATR

Examples

=  Malware
» |[MPhash
= Certificate
= Unique Mutex names
» RichPE header
= Unique strings
= PDB path
» Code similarity of blocks of code...

= Domain/IP:

Seen before in campaigns?

Who registered it / owns it

* |s name equal to victim related registered domains
What code is present on the domain...

McAfee Advanced Threat Research - Thomas Roccia U NcAfee | 53



ImpHash

=
-
A

= ImpHash is a fingerprint of PE Import Address Table

T e - - el Ead
MK (0 AN —— Tt Saee e RN A anbeon
MAGE SRRl e WO OO0CTAAR et Mg A BT St SO byt
import peflle .:n:':-.c.a- R .—: =o‘4‘-
file = pefile.PE(‘tasksche.exe’) MACE BECTOM AR MR G O beeme BA PR G
file.get imphash() MG SECTOM SEADER e e w——_ay -u--: :m
168£013d7437aa653a8a98a05807afebl’ CE MCRRISAES e | S T MR 08 Cebyseicutne
MACE WCTOM TR WOC e NN e teemw TA L e e Taede
WA - W S e A B et T
. NS WA e teene A R e ke
L I A ) R e ]
AACE DRI OWeE YOy WOCT M JOCAY L ad Swome TA PAT Swemg e . vy
MACE LOAS COVG ORECTINY  NSIDUE  BIECEED  “wdfese A Y L et e
NASE DG TV FAKL N KA W 4 e teeme ToA Pl e rrarded o anot e
A e, T et R WAL et beeme S B e
A e o — 4 et beee A A et ot
A e Sases § DL ey . R () § g qsune
WO de 00CTEL 0OW I et Muome A L e iamduat
OO , WO MO0 (M Aegws  VMNE@
. WM - Arntra RARLY . e beeme 4 oA -t memae
. O —-— AR BN e beere A e
wrw - R332 LI RSN e ek -
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Rich PE Hash

= Rich PE hash is a fingerprint of the Rich Pe Header.

O RN
g LA AL\ e
O ERL L L LY

RIS S A BRSNS AL LN NS
S5 d SO 7
e 1 R L L L LS
LR L LS OO0 3
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SSdeep %

ATR

» Ssdeep is used to find the similarity between 2 samples.

» 2 samples with 2 different hashes may have a similar Ssdeep.

Ssdeep gandcrab-44f8fc3bdc8b4cc530808baf9eaf923e613c2b975630b6eff18a1609d6062a49
gandcrab-c78c033b5d2dd2c89£d6b91773¢c425040bca886198ced0b6£1d62e£090dd4bel

3072:1RPI6YetSOYyM1PUVDAWpcB3/Az/09xn6Ln+g7E/kfTOQ5N: IRNYmS1PdOO3/Y/Wyh7B700n, "gandcra
b-44£f8fc3bdc8b4cc530808baf9eaf923e613c2b975630b6eff18a1609d6062a49"

3072:rRPI6YetSOYyM1PUVDAWpcB3/Az/09xn6Ln+g7E/kfTOQ5N : rRNYmS1PdO03/Y/Wyh7B700n, "gandcra
b-c78c033b5d2dd2c89fd6b91773¢c425040bca886198ced0b6£f1d62ef090dd4bel”
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Machoke Hash

= Machoke hash is based on Control Flow Graph hashing.

= |t allows to find similar samples with shared code.

gandcrab-
44£f8fc3bdc8b4cc530808baf9eaf923e613c2b975630b6eff18a1609d6062a49

Machoc Hash:
4c9f9a3bffc59c2930cfcd35a9bfb1062723a7897c91cb3alad2300ef33a8ble
laelc305b619b77£0906d68c4d3411e3db8al7a3db8al7a3db8al7a836a726b6
f55aefbd0cc9b34462042163db8al7a3db8al7a3db8al7a3db8al7aaac7593c2
53a6128142959477b78ead70b85aa1840d939b939£2a55c645d5605042556e77
b8201e25f3dec2dfa3a4fla02300e7c91cb3a3blcbce0b64559e73db8al7a3db
8al7a624bf342b619b773dbB8al7a3db8al7ael72a93c1a02300ela02300ela02
300e61£47511a02300e521d408bab698f6a86el857eccab38bbla02300eb30e0
0271a02300e6b473a5a3db8al7adf3847e31a02300eale9b3eelad2300efe9aa
debc19ce261a02300e1a02300e1a02300ebe71al953db8al7a6249a7c13db8al
7ala02300ec4d3411e221e19599a97c6a73db8al7a3db8al7aell£d9295713ec
027316d7466d9e40c31a2a588a9eb0256caled2787466bb5e11£d929588a9033
47b3348256dffc8ad47d6aa353db8al7a6d8878£d8344fc1a948df206bc2fe749
3db8al7a99bafalcc0db65c3fff00ed23db8al7acl9ce26711f8adfe2e0de5le
2e0de512eee4cd8202£79708ffb7da2cfbc7c3e33bl193faal7a723db8al7a2l
3e233ala02300e3db8al7a3db8al7a3db8al7a7221130e3adfbf76c754b63a27
23a789ecf7077657c44£fab6233966457c44fabbf90a3c8a5db61a3476d9547a7
£a370bd9595a1b719¢c2734£396£fe0£1a02300e1a02300e1a02300e4£28d1051a
02300e

https://blog.conixsecurity.fr/machoke-hashing/
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Radiff2 %

ATR

radiff2 true false

radiff2 -s /bin/true /bin/false
radiff2 -c genuine cracked
radiff2 -C /bin/false /bin/true

radiff2 -g main /bin/true /bin/false | xdot -
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SuperPEHasher Library Jﬁ

python pehasher.py gandcrab-44f8fc3bdc8b4cc530808baf9eaf923e613c2b975630b6eff18a1609d6062a49

md5: c55e1055d809e4d79a1894b2alcc2792

shal: f3eba35b2fbcflbae975a18c9daf7044c32£982e

sha256: 44f8fc3bdc8b4cc530808baf9eaf923e613c2b975630b6eff18a1609d6062a49
shab512:

2b1c4788450£976e66cc25eb34a76593d8a7bc8682£381891£079153a9¢39aad98££1£66667dce71882976£4196761dcb
a55a01£694016b988939107c2e54061

ssdeep: 3072:1RPI6YetSOYyM1PUVDAWpCcB3 /Az /O9xn6Ln+q7E /k£TOQ5N : IRNYmS1Pd0OO03 /Y/Wyh7B7OQn
ImpHash: 44698852dc2c3447fc5207d6d6ad2d0a
ImpFuzzy: 48:9fG15vkBnvsftXQKIWE/1/QXZ11E+tXkSEUCKECBeg8mG : dG150nvAtXQQWawTumG

RicHash xored: 3de6156bf478daec428ed80570b4b00c4cfe5df7ac883def8f5a0bdb33ab7215
RicHash clear: 9£f9a30b48b7efa76789d9368477cel379912d45b0e625981ab74554a761£4£59
MinHash: -1740250892

PeHash: dfbaa25093d46503ccl7ddf7£a751£7792c6c2fa

Machoc Hash:

4c9f9a3bffc59¢c2930cfcd35a9bfbl062723a7897¢c91cb3ala02300ef33a8blelaelc305b619b77£0906d68c4d3411e3d
[Truncated] 7077657c44fab6233966457c44fabbf90a3c8a5db61a3476d9547a7£
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What Is Yara? #

ATR

* YARA is a tool aimed at (but not limited to) helping malware researchers to identify and classify
malware samples.

= With YARA you can create descriptions of malware families (or whatever you want to describe)
based on textual or binary patterns.

Hyara

https://virustotal.github.io/yara/
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Writing YARA Rules

Example

silent_banker : banker

Meta information

gescription = "This 1s just an example" Stf‘lﬂgS definition section

thread_level = 3
in_the_wild =

{6A 40 68 00 30 00 00 6A 14 8D 91}
{8D 4D BO® 2B C1 83 C@ 27 99 6A 4E 59 F7 F9}
"UVODFRYSIHLNWPEJIXQZAKCBGMT"

$a
$b
$C

$a sb Sc
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Yara Modules %

ATR

PE Module

import "pe"
rule Is_ DLL
{

condition:
pe.characteristics & pe.DLL

Hash Module

import "hash
rule simple hash rule

{

condition:
hash.md5(0, filesize) == "7c3d183edlf9008eea7ba5d8a8fd21d7"
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Hunting with ImpHash %
ATR

import "pe"
rule Check imphash
{
condition:
pe.imphash == "44698852dc2c3447£fc5207d6d6a42d0a”
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Hunting with RichHash %
ATR

rule sodin_richhash ({
meta:
description = "Rule to detect sodinokibi with Rich PE Hash"
condition:
hash.sha256 (pe.rich signature.clear data) ==
"cebl77d473a8c58fac3282d8ffdec81a58c602d14b5b936dc7124£f4b51bfeb49"
}
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Data source %

ATR

Virus Total

virusbay ZI VirusTotal

Malpedia

Open source data

mal 1Z] virusbay
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Yara Rule process creation %

-—‘ Analysis similar binaries

ATR

ldentify unique patterns strings, code...

1 Build the rule with your findings
1g§a Test on a cleaned dataset

@ Deploy to the service of choice and wait
1@ Monitor Everything

https://www.youtube.com/watch?v=XMZ-c2Zwzjg
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Strings Rule and Code Rule %

ATR
rule Test STR rule Test Hex
{ {
strings: strings:
$ml = "onion" Shex string = {DE AD BE EF}
Sm2 = "Offset” condition:
Sm3 = "3FZbgicpjgq2GjdwV8e" Shex string
condition: 2 of ($ml,S$m2,S$m3) }
}
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YaraGenerator

python yaraGenerator.py ../ransomware/sodinokibi/ -r

rule sodin_test

{

strings:

$string0 =

$stringl
$string2
$string3

[truncated]

$stringl5h
$stringl?7

$stringl8 =

condition:

18 of them

}

"7 77 7mmmm"

n pppp>>>> n
"Lj661Z"

n 55j_WWH

"xxJo%%\\r..8$"
"YYYYGGGG"
"kkkkoooo"

sodin_ test -f exe

ATR
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VTHunting Tool #

What is VTHunting? ATR

= VTHunting is a tiny tool coded in Python

=  Used to collect Malware Hunting Report from VirusTotal

[ = Centralize reports notification in one place

Disclaimer: You need a VirusTotal Intelligence API

https://github.com/frOgger/vthunting \ ( \\J ) /
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VTHunting Tool

Vthunting Functionnalities

ATR

N\

o qz VirusTotal
PY ’ ' Vo

. ’ I \ S
Vthunting.py ! I \ Mo
» v \ N L
‘ Q 4 @ »
CLI Report Slack Report Telegram Email Report

Report
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VTHunting Tool ﬁ

How to use it? ATR

= Configuring with cron to generate
daily, weekly or monthly report

Example of job definition:
minute (@ 59)
hour (@

| day of month (1 31)

| month (1 12) OR jan,feb,mar,apr ...

| . day of week (0@ 6) (Sunday=0 or 7) OR sun,mon,tue,wed, thu,fri,sat
|

* user command to be executed

15 10 = * = Jusr/local/bin/vthunting =r -t -e -s >> yvthunt. log
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VTHunting Tool ﬁ

Report Example ATR

VT Mumting Bt by @ Oppme o9 -0

S e L e O
Y R T R I T R T e v Latewt regeort roem 2018 12 O4 09 Q001 308084
NULZ B0 0 o BRI DRI RA DR 0 R0 0 ————————————————————————————————————————
Voo R Rl WL L ) Buse same PP Fancilewr Compunracohgrmt
o Match date O4/12/2008 0% 48 48
Belfen ATH | Thames Reciin | $hotgper SHA2SS 2020 Te Tt t 25020 M0 PP e har] Sa009 T 60 504 2000000k et Jan 1790
Ot Latent St ing met i f st e Trem Vire Teral e —— "
LONRs Sapet frue IO 1200 0 e (e Rase aame PP Fan plear Computracehgend
e il Tt Nt Sate OAN D/ I0SA Q2 4R 10
Ane dstes 3008-2-84 ThML? SHATEA 7515 Mo St STV G0 TAT] S M2 1400 e T9 0 T 3005
P SoBhe 01T THE T T TN e BT MR e T e Pre e
Tagts Lant 0, Vasoybeas st ¢ mageet | E&T-m-w -
Bole vame @i Aemeced s of e Bse samer PP P e Mewr Comguy o elgred
Meteh deter 00R LR TR IA O - posapod e
Tagt it remetbrn ot et gt 1Y SHADSA af S I TIRCI Y] Sde 004 e b St | D0t Tl Diie D44 T TRE N Saad 4t 69 0t
Bttt Motews cotp i bl ByThes i Semees Tagx lotdh P fercview computrsceapet|
Mh Getec JNLB-LI-04 S NI -
WIMA 1 Wb T MO et 11 1T DTN T T 1 3 ]S Pt same PP FancpBonr Compunracehgent
AU I S B S — Match date 0/12/2058 14 1906
P s ] SHAZSS Ond S 2S00 2 T dabcr O bind L IPPP 3 TR SR STt 00 MO0 1 D 0
Meteh At AL TR e
B G p gt
GRIA AL T O O e bt be b M s | e YD Tags: uo_tancyben iy
Fagtt [etemmat, wheenet snpaceant)
St ot s PV Fars les Cimmgnsts o algeed
- YT et
Bteh Soter J000-11-04 SN0 Mabih dade CA12/7008 14 1R 48
WD BAALI IR LRI 1 I e B e O D0 i L IWR 1L SHAISA #7081 Lt ) L AR LAMBAK L e fah Bt Vs P Dedudwtvbon N85 € e OO8
L T — Tags gt IR pup Tare Vi commputy scragend |
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Recap Jﬁ

ATR

Multiple ways to identify code similarity

Be aware to false flags

Yara hunting with code and/or strings

Vthunting to automate your threat hunting
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Thank you!

Thomas Roccia, Security Researcher, ATR
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