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Multiple Maritime Information Sources
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Integrated Mari,me Data Environment
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Allows users to move easily between information services
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EMSA Infrax/1



7

SecOps Team

Security Operations
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INTERNET

PreProdProd TestTraining

ICT
Team

Business 
Unit

Contractor

the practice…

“We are testing a new App, but we have no licence 
for TEST envirnment. Pls connect us to PROD”

ENVIRONMENTS TEND TO GET MIXED MORE THAN PLANNED

Environment segregation model
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INTERNET

PreProdProd TestTraining

ICT
Team

Business 
Unit

Contractor

the practice…

“Guys help! Our Contractor needs to reach Test 
environment in Remote Access.

Remote
ContractorENVIRONMENTS TEND TO BE EXPOSED MORE THAN PLANNED

Environment segregation model



Security Events figures => Firewall
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INTERNET
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War games – Fiction vs Reality
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Security incident handling #1

crypto-hijacking
3/01/2018
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What happened

CPU
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Analysis

CPU PROCESSES

/tmp/rcp_bh
/wl_domains/lritdb/watch-smartd
/wl_domains/lritdb/java
/wl_domains/lritdb/rcp_bh
/wl_domains/lritdb/infoed
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Analysis

CPU PROCESSES

/tmp/rcp_bh
/wl_domains/lritdb/watch-smartd
/wl_domains/lritdb/java
/wl_domains/lritdb/rcp_bh
/wl_domains/lritdb/infoed

COOPERATION
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Analysis

CPU PROCESSES COOPERATION ”cmd.exe”

…then a9er determining the environment, WebLogic server was instructed to:

1) download a legit cryptominer “xmrig” via WGET
2) Kill other cryptominers eventually alread in execuPon (the compePon!)
3) execute and profit!
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Analysis

CPU PROCESSES COOPERATION ”cmd.exe” VULNERABILITY

RELEASE
11/07/2013

CVE DATE
21/06/2017

PATCH
10/2017

ATTACK
14/12/2017

t=4mo t=6mot=0



Analysis

CPU PROCESSES COOPERATION ”cmd.exe” VULNERABILITY

VECTOR

The attacker used a SOAP call to execute arbitrary code against:
/wls-wsat/CoordinatorPortType

Inspecting IPS logs from other systems, we could find more of 
these attempts, at a very low intensity, over a long time period:

[Tue Jan 02 12:57:20 2018] [error] [client 192.168.119.1] File does not exist: /var/www/html/wls-wsat

[Wed Jan 03 12:24:23 2018] [error] [client 192.168.119.1] File does not exist: /var/www/html/wls-wsat
[Wed Jan 03 18:37:56 2018] [error] [client 192.168.119.1] File does not exist: /var/www/html/wls-wsat

[Thu Jan 04 10:47:26 2018] [error] [client 192.168.119.1] File does not exist: /var/www/html/wls-wsat
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Analysis

CPU PROCESSES COOPERATION ”cmd.exe” VULNERABILITY

VECTORFORENSICS

ü The payload is uploaded in Virustotal and marked as Matched Rule:
XMRIG Monero CryptoCoin Miner

ü No evidence of data leakage

ü No evidence of lateral movement



Economics of an attack/1
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3 weeks:
± 8 $



Economics of an attack/2
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Economics of an attack/3
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Security incident handling #2

email flood DDoS
19/10/2017
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ROADMAP2HEAVEN.COM

Rogue mailing list
with public EU 
email addresses MORE CUSTOMER

CARE ADDRESSES

± 2000 emails
± 260 tickets

➡ First email: a>ack is triggered!

➡ FUSION automaDc answer: “dear EMSA Dcket opened”
⬅ EMSA to FUSION: “Dcket opened/or updated – thanks”

………….

⬅ EMSA automaDc answer: “thanks for contacDng!”

FINDING@ROADMAP2HEAVEN.COM

What happened



Analysis

27



Plausible attack dynamics/1
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Plausible attack dynamics/2
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Lessons learned

ü Filter background noise, stay cold

ü Importance of rebuilding incident timeline

ü Focus on logs, logs, logs!

ü Spear-fishing attack in preparation against Agencies?

ü Tune Auto-Reply & safeguards in ticketing tool
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Economics of an attack
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ü Domain registration

ü TOTAL ATTACK COST: 16 $
ü DAMAGE: ?

ü Google G-Suite



Security incident handling #3

Spear phishing
Jul 2019
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Security Events figures => Spam/Scam
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Spam/Scam emails:

ü Inbound= 3,000/day
ü Spam = 1,000/day (33%)
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Spear phishing
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Quest for data exfiltration
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Action plan

ü Secure remote email access
ü SIEM improvement
ü AD user management improvement
ü Legal aspects
ü Awareness for users



twitter.com/emsa_lisbon
facebook.com/emsa.lisbon


