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Hash functions
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Collision resistance
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A suitable solution

Why use hash-based signatures?

Post-quantum

Appropriate performance (< 1 ms to a few sec.)

Data sizes / structures somewhat small enough

(ca. 2 to 50 kB for a signature)

Limited but suitable life time of the key

Invented by Ralph C. Merkle and published 1979

Intense examination and advancement since the 1990s
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Security of the scheme only relies on the

security of the hash function

Hash function may be exchanged

⇒ scheme itself stays secure

We can trust the security already

Second pre-image resistance sufficient for some derivates

(but still needs further measures like keyed hash function calls)

14



Hash-Based Signatures

Hash-Based Signatures

A suitable solution

Why use hash-based signatures?

Security of the scheme only relies on the

security of the hash function

Hash function may be exchanged

⇒ scheme itself stays secure

We can trust the security already

Second pre-image resistance sufficient for some derivates

(but still needs further measures like keyed hash function calls)

14



Hash-Based Signatures

Hash-Based Signatures

A suitable solution

Why use hash-based signatures?

Security of the scheme only relies on the

security of the hash function

Hash function may be exchanged

⇒ scheme itself stays secure

We can trust the security already

Second pre-image resistance sufficient for some derivates

(but still needs further measures like keyed hash function calls)

14



Hash-Based Signatures

Hash-Based Signatures

A suitable solution

Why use hash-based signatures?

Security of the scheme only relies on the

security of the hash function

Hash function may be exchanged

⇒ scheme itself stays secure

We can trust the security already

Second pre-image resistance sufficient for some derivates

(but still needs further measures like keyed hash function calls)

14



Hash-Based Signatures

Hash-Based Signatures

History repeats itself!

Collision resistance:

1992: MD5 published

1993 - 2004: Theoretical attacks!

2008: Practical attack!

1993: SHA-1 published

2005 - 2015: Theoretical attacks!

2017: Practical attack!

No attacks by finding a second pre-image for MD5 or SHA-1 by today!
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Security

Generic:

Basically a brute-force attack on a list of n keys.

Attack using Grover’s algorithm ⇒
√
n

In a quantum setting you got to use SHA-512
if you need the security of SHA-256 in the classical setting.
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Verification

What does the receiver get?

message

signature

public / verification key

What does the receiver do?

Evolve / hash public key according to message

Check if generated public key is equal to given public key

How do we exchange the public /verification key?
Or: How do we make sure the sender is authentic?
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Verification

What does the receiver get?

message

one-time signature

one-time public / verification key

authentication path (nodes)

Via a different channel (certificate, ...):

root of the tree (Merkle public key)

What does the receiver do?

Evolve one-time public key according to message
One-time public key equal to given one-time public key?
Calculate leaf and evolve it to root by using authentication path
Calculated root equal to given root (Merkle public key)?

Actually this can be optimized.
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Hash-Based Signatures

Multiple layers

Multi-tree or hyper-tree

...
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Hash-Based Signatures

The State

Keep track: which key pairs have not been used yet?

Integer: next key pair

If there’s a state anyway let’s

generate one-time key pairs with PRNG
only store part of the tree

Side effects:

Secret key becomes critical resource!

Copies of the key may leak old state!

25



Hash-Based Signatures

Hash-Based Signatures

The State

Keep track: which key pairs have not been used yet?

Integer: next key pair

If there’s a state anyway let’s

generate one-time key pairs with PRNG
only store part of the tree

Side effects:

Secret key becomes critical resource!

Copies of the key may leak old state!

25



Hash-Based Signatures

Hash-Based Signatures

The State

Keep track: which key pairs have not been used yet?

Integer: next key pair

If there’s a state anyway let’s

generate one-time key pairs with PRNG
only store part of the tree

Side effects:

Secret key becomes critical resource!

Copies of the key may leak old state!

25



Hash-Based Signatures

Hash-Based Signatures

Classical signatures

26



Hash-Based Signatures

Hash-Based Signatures

Reservation Approach
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State Mangement

McGrew et al., State Management for Hash-Based Signatures, SSR 2016, Springer
LNCS 10074
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Hash-Based Signatures

Going Stateless

May we omit the state?

⇒ Yes, if trusting probabilites.

Basic idea:
Use a tree so huge you can randomly choose a one-time key pair.

Use a big hyper-tree and few-time key pairs!

Bernstein et al., SPHINCS: practical stateless hash-based signatures, EUROCRYPT
2015, Springer LNCS 9056
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Standardization

Schemes in standardization

IETF/IRTF:

XMSS and XMSSMT

⇒ Published as RFC 8391

LMS and HSS

⇒ Soon to be published as RFC

NIST:

SPHINCS+

⇒ Candidate for NIST standardization

Gravity-SPHINCS

⇒ Candidate for NIST standardization
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IETF/IRTF RFC
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Standardization

IETF/IRTF Internet-Draft
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Standardization

NIST Process - HBS

https://csrc.nist.gov/Projects/Post-Quantum-Cryptography/faqs
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NIST Process - HBS

https://csrc.nist.gov/Projects/Post-Quantum-Cryptography/

Round-1-Submissions 35

https://csrc.nist.gov/Projects/Post-Quantum-Cryptography/Round-1-Submissions
https://csrc.nist.gov/Projects/Post-Quantum-Cryptography/Round-1-Submissions
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Standardization

BSI
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Use Cases

Welcome to the crypto apocalypse

How do you verify updates in the quantum era?

Manufacturer gave you a public key e.g.
by handing you a sealed product.

Practical quantum computers available?
You can’t trust this key anymore!

Want to do a recall? In IoT scale?
A mounted messenger handing you a new key?
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Use Cases

Update Signatures

Fairly easy to handle:

Dedicated key server

Restricted environment

Manageable number of signatures

Acceptable timing / size restrictions (more or less)

Hybrid signature release
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Use Cases

Update Signatures

e

First products provided with a post-quantum update signature available!
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Use Cases

Use cases for HBS

Update signatures (code signing) are the perfect use case for HBSs.

What else?

SSH somewhat ok (XMSS available in OpenSSH)

PKI somewhat ok

S/MIME / e-mail somewhat ok

TLS not that much (though some people would object)

Most importantly (and critical): Where are the keys handled and stored?
⇒ Best solutions are smartcards or hardware security modules.
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Use Cases

Conclusion

We can use hash-based signatures already!

Not suitable for every use case,

but convenient for several important ones.

Different settings demand different keys,

but more and more experience is gained.
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Questions?
Stefan-Lukas Gazdag@genua.eu

www.square-up.org
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